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Key Takeaways
We’re Leaving The Door Open For Attackers
Software vulnerabilities are a leading cause of 
breaches, and poor patch management practices 
are reducing the sophistication attackers need to 
compromise systems.

We’ve Lost Our Identity
A consequence of the continued loss of 
personally identifiable information data is that 
knowledge-based authentication (KBA) methods 
such as passwords and other anecdotal data can 
no longer be trusted as shared secrets.

Contaminated Updates Are A Growing Threat
While many organizations struggle with getting 
patches applied in a timely manner, a new trend 
of watering hole attack targets organizations that 
implicitly trust supplied updates.

Why Read This Report
Security and risk (S&R) professionals have the 
challenging task of using finite budgets to protect 
their business from every possible attack type in 
the threat landscape. One strategy for approaching 
this challenge is to use historical attack trends 
to prioritize protections against attacks that are 
the most probable. This report analyzes common 
attack patterns responsible for breaches in 2017 to 
help S&R pros prepare for 2018.
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S&R Pros Must Understand And Adapt To The Threat Landscape

Companies are under attack: 58% of global enterprise respondents say their firms have experienced at 
least one breach during the past 12 months.1 Of these, 50% say their firm suffered at least one internal 
incident, and 36% suffered at least one attack or incident involving a business partner or third-party 
supplier.2 Internal incidents can involve employees who simply make poor decisions regarding the 
handling and use of the firm’s sensitive data or employees who have malicious intent.3 These malicious 
insiders can also work in concert with external threat actors. This year, 70% of global enterprise 
respondents whose firms experienced a breach say at least one was at the hands of external threat 
actors.4 Year to year, many of the macrotrends for external attacks are similar, but how these attacks 
are carried out is constantly evolving. To help S&R pros better defend against these, we identified and 
analyzed the top methods of intrusion (see Figure 1).
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FIGURE 1 External Intrusion Methods
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No. 1: Ineffective Vulnerability Management Will Make Firms Victims Of Destructive Attacks

According to Forrester’s 2017 global security survey, software vulnerabilities were responsible for 
41% of external data breaches last year. A shocking demonstration of our inability to effectively patch 
vulnerable systems was the sequence of events following EternalBlue — the exploit responsible for the 
massive outbreak of WannaCry and NotPetya ransomware. This exploit targeted the Server Message 
Block (SMBv1) service, which Microsoft has enabled by default on every Windows operating system 
for decades, creating an enormous attack surface area.5 While remediation was listed as “critical” by 
Microsoft, these attacks created global damage months after patch availability.6
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 › What you need to know: High-profile breaches are the result of unpatched systems. Hackers 
released the WannaCry ransomware worm to devastating effect approximately 60 days after 
Microsoft made the patch (MS17-010) available. This very well publicized attack affected patient 
care at the National Health Service (NHS) in the UK and infected approximately 300,000 systems 
worldwide. A full 30 days later, 90 days after Microsoft had released a critical fix for this issue, 
NotPetya again caused catastrophic damage — exploiting the same vulnerability (see Figure 2). 
Just how devastating was this second wave? The pharmaceutical giant Merck & Co. has estimated 
losses over $275 million from the NotPetya attack.7

 › What to do about it: Vulnerability management needs board-level attention. We are seeing 
boards getting more involved in understanding cybersecurity issues, and it is becoming more 
common that they are homing in on patch management policies. While the security of your 
organization shouldn’t rest on applying patches, the ability to perform rote security tasks such as 
patch management is a great predictor of overall security posture.8

FIGURE 2 Rapid Patching Of Zero Day Exploits Is Imperative
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No. 2: Insecure Cloud Services Will Continue To Hemorrhage Sensitive Data

During the last few years, we have seen a number of large data leaks due to misconfigured cloud 
services such as MongoDB and Amazon’s Simple Storage Service (S3). In Q3 of 2017 alone, major 
companies such as Time Warner, Verizon, and Viacom experienced this type of data leak — losing 
encryption keys, customer account details, and other sensitive data.9 While third parties were directly 
responsible for the loss of customer data in both the Time Warner and Verizon situations, it’s important 
to recognize whose name ends up in the press when shared customer data is lost.10
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 › What you need to know: Public S3 shares are a decision, not a default. It’s important to 
understand that for all the negative attention Amazon has received in the press regarding these 
leaky S3 buckets, they are not public by default.11 According to Chris Vickery, director of cyber 
risk research at UpGuard, “Somebody [who] had administrative control over this data either made 
a decision to make it public or didn’t realize what they were doing was going to make it public.”12 
Whether this is a shadow IT issue or incompetence, this problem is real, and it keeps happening. In 
fact, this is so pervasive that according to Rick Holland of digital risk monitoring (DRM) firm Digital 
Shadows, “In eight weeks of enumeration, Digital Shadows detected just over 5,580 Amazon S3 
buckets containing over 233 million files.”

 › What do about it: You must be proactive in managing your digital risk. You need to have 
visibility into how your admins configure publicly facing services. While this may be accomplished 
through periodic red team exercises or internal auditing, Forrester recommends working with a 
digital risk monitoring (DRM) company to monitor your infrastructure externally in real time.13

No 3: The Equifax Breach Will Render Knowledge-Based Authentication Ineffective

Our global enterprise survey respondents told us that 42% of breaches targeted personally identifiable 
information (PII), making it the most common type of data targeted by attackers (see Figure 3).14 While 
stolen card data and credentials have more obvious monetization paths, these data types are more 
easily changed than information like names, birthdays, and social security numbers (SSNs). With the 
information stolen in the Equifax breach, identity thieves now have everything they need to access your 
medical records, bank accounts, and tax returns.15

 › What you need to know: Knowledge-based authentication is losing its effectiveness. There 
are no longer secrets. The model of your first car, your mother’s maiden name, and now, in the 
US, even your SSN must be assumed to be public information. There is nothing you know about 
yourself that someone else can’t answer, and this applies to your customers as well. The Equifax 
breach has changed the game forever, and while we’re waiting for the fallout, it’s time to plan for a 
future without knowledge-based authentication.

 › What to do about it: Treat identity as an assertion, and authorize based on confidence. This 
is an area where the retail segment may have a head start on the rest of the security industry. 
Although not explicitly a security measure, limiting friction to ensure completion of a transaction 
versus fraud risk is a balancing act all organizations must now perform. Outside the cyberdomain, 
lenders have been putting fraud holds on credit cards when purchasing patterns change. Begin 
using customer insight data to perform behavior-based analytics when validating identity, and 
increase authorization of the account based on confidence.16
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FIGURE 3 PII Was A Top Target Of Breaches In 2017
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FIGURE 3 PII Was A Top Target Of Breaches In 2017 (Cont.)
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No. 4: Strategic Compromise Will Allow Attackers To Undermine Your Supply Chain

Your partners are also under threat: 21% of global enterprise network security decision makers have 
experienced a security incident involving a third party (see Figure 4). Third-party risk is frequently 
discussed as an exposure due to data shared with partner companies and data processors. This type 
of downstream risk can sometimes put people in mortal danger as with the TigerSwan breach, where a 
third party leaked resume information for foreign nationals that included admissions of their complicity 
with US forces and home contact information.17 Too frequently, supply chain issues that are upstream 
to your organization are ignored and incidents go unnoticed and unpublicized.18

 › What you need to know: You may be drinking from a poisoned well. Forrester has been 
tracking a dangerous trend in which cybercriminals use compromised update servers to distribute 
malware, a trend that just this year has already affected Apple, IBM, and Google.19 This issue 
is particularly pernicious as it doesn’t require end user interaction, allowing attackers to deploy 
signed malware directly to your servers using trusted channels.20 The very channels you’re using to 
obtain security updates, cybercriminals are using against you.

 › What you need to do about it: Perform threat assessments of your supply chain. This year, 
the US Department of Homeland Security (DHS) issued a directive banning the use of Kaspersky 
software by federal agencies.21 There has been a split in the security community, with some people 
questioning this decision and even demanding evidence of malfeasance. While Kaspersky has even 
gone to the effort of providing source code to vindicate themselves, the ability to push malicious 
updates has been discussed as an unacceptable risk.22 The decisions you make may not rival the 
global scale of this scenario, but you should be reviewing the amount of trust you place in suppliers 
and how seamlessly their software updates get deployed in your environment.23
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FIGURE 4 One-Fifth Of Enterprise Respondents Reported A Third-Party Breach
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No. 5: Ransomware Will Expose Lack Of Cybersecurity And Business Continuity Prep

Ransomware represents a shift toward direct monetization of system compromise by cybercriminals — 
away from more traditional tactics of leveraging a compromise to steal and sell data. The problem for 
enterprises is business interruption due to ransomware that triggers disaster recovery scenarios with 
recovery time objectives (RTO) that may not have been tested effectively. Trends in ransomware are 
changing the requirements on BCP/DR from unlikely scenarios to eventualities.

 › What you need to know: Business continuity requires extensive planning and testing. 
Following the NotPetya attack in June, pharmaceutical company Merck still hadn’t fully recovered 
by its quarterly earnings report a month later.24 A recent joint Forrester/Disaster Recovery Journal 
survey showed that 77% of organizations have documented response plans for data/information 
tampering, but only 27% are testing these plans on more than an annual basis.25 Data that is critical 
enough to back up on a daily basis needs to be tested more than annually by both operations and 
security teams to mitigate the impact of an eventual disaster.

 › What you need to do: Test your recovery capabilities end-to-end. Recovery from a cyberattack 
requires cooperation between multiple teams within your organization. When the shipping company 
Maersk was hit with NotPetya, it took their security team a full 24 hours to just contain the attack, 
and it was another day before they were able to accept new shipping manifests from current 
customers.26 When doing business continuity planning, be sure to engage your security, operations, 
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and the lines of business to build a holistic understanding of what the organization requires to 
recover and generate realistic recovery time objectives — then do end-to-end testing to ensure 
your organization can meet these objectives.
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Forrester Data’s Business Technographics ensures that the final survey population contains only those 
with significant involvement in the planning, funding, and purchasing of business and technology 
products and services. Research Now fielded this survey on behalf of Forrester. Survey respondent 
incentives include points redeemable for gift certificates.

Please note that the brand questions included in this survey should not be used to measure market 
share. The purpose of Forrester Data’s Business Technographics brand questions is to show usage of 
a brand by a specific target audience at one point in time.
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August 16, 2017 (https://threatpost.com/maersk-shipping-reports-300m-loss-stemming-from-notpetya-
attack/127477/).

http://www.forrester.com/go?objectid=RES117536
http://www.forrester.com/go?objectid=RES136522
http://www.forrester.com/go?objectid=RES138192
http://www.forrester.com/go?objectid=RES139091
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